X-FIRE v3.5 Updates

New Features and Enhancements (for File Managers)

A “Delete” permission level was added for Privileged Case Participants.
The increasing permission levels are “View”, “Edit”, “Delete” and “Manage”.

“Manage” can also “View”, “Edit” and “Delete”
“Delete” can also “View” and “Edit”

“Edit” can also “View”

“View can only “View”

New Privileged Participant

Role

O O O O

Describe the participant's role in the file.

Role: * |~ unspecified - -
Start Date: #2022 03|01| -
End Date: yyyy | mm| dd| =
Remarks:
é ")
Permission Level:  |[DIElSee -
View
Edit
Manage
\ p

Case managers can lock primary case records (entities, events, evidence, and tasks) to prevent
further record modification from within the case itself. Case records are locked/unlocked from
within their corresponding list in the file perspective. Locked records open read-only from within
the case and are depicted using a lock icon.

The Lock and Unlock menu options in the Events list are depicted below.
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Specific attachment numbering when outputting to PDF or Word
Users now have the option to specify the number given to the first output attachment when
outputting a report that includes attachments (e.g., start numbering at 1 (or 1000)).

Shorter attachment names when outputting to PDF or Word

A database configuration option has been added allowing organizations to only use the
attachment number and title in generated file names (i.e., no primary record description
information is included if the database configuration option has been set accordingly).

Option to ‘highlight redacted text’ when outputting to PDF or Word
X-FIRE now includes an option to ‘highlight redacted text’ when outputting to PDF or Word.
This new option was added to facilitate the redaction review process for a case.

¢ 1Other Options

Format| Options| Section Order

Content

+| Output redacted

+| Highlight redacted text

A. Sample output with no redaction options selected (originally supported):
Juvenile, Jaxon Smith, was present at the incident location.

B. Sample output with only ‘Output redacted’ selected (originally supported):

Juvenile, [HEEXREIRVIHENA felgnEldlely), was present at the incident location.

C. Sample output with only ‘Highlight redacted text’ selected (new):
Juvenile, [Jaxon Smith], was present at the incident location.

D. Sample output with both redaction options selected (new):

Juvenile, [HEEYREIRWVITIESN s {elinElilela} [Jaxon Smith], was present at the incident location.



e Auditing search activity specific to a file
File managers can now audit search activity performed against a file. The file audit log was
enhanced to include:
o Full-text searches performed against the file (including the entered search text)
o ‘Find Duplicated Entities’ actions performed against one or more entities in the file
o ‘Matched Entities on Create’ tasks (when auto search finds matching entities and

presents a task to the user; the audit log entry includes the field values that were
entered by the user)

Case Audit |[@& + Q

Action: Record Type: Primary record contains:
- Search - > | |-all - b
L1
User: Time:
-all - > recently (one month) >
Action Record Type Record Primary Record User
# [Seorch |Fulroxt Word Sear Ancrco, Tod
+ Search Special Matched Entity(-ies) on Create Bergman, Timothy Andrea, Todd
4 Search Special Find Duplicate Entities 2017-0099, Firearm Death Andrea, Todd =
1 Il »
New — Full-text Word Search (Tim Bergman)
Fields: Yes
File Scope: Specific File
Include Narrative Fields: Yes
Include Notes: Yes
Text: Tim Bergman

New Features and Enhancements (for System Administrators)

® The Links tab in the Contact editor was enhanced to list the files in which the contact was added
as a non-privileged participant. The Links tab was also enhanced to list the events in which the
contact was added as an event participant. Previously, only the files in which the contact was
added as a privileged participant were listed.

Details Time Stamp
t : | 8]

Files (privileged) Files (non-privileged) | Events

Events =

Start Time Type Title
(&) 2017-10-1508:00 Evidence Gathering Crowe Residence
© 2017-10-01 13:00  Statement Taking (W Crowe Statement
© 2017-05-29 Analysis -




e Document Templates were extended to allow custom text placeholders in templates. The
custom placeholders can be filled in by users in the “Populate Document Template” wizard. The
following new placeholders can be added to document templates for population.

Placeholder Note

For user entered single line text input. Replace sample
«TEXT|Single Line Input 1» label “Single Line Input 1” with your custom label.

For user entered multi-line text input. Replace sample
«TEXT|M|Multi-Line Input» label “Multi-Line Input” with your custom label.

For user entered large multi-line text input. Replace
«TEXT|L|Large Multi-Line Input» | sample label “Large Multi-Line Input” with you label.

Large Multi-Line Input: | Same size box as used for the brief summary field.
L]

Multi-Line Ineut: . Same size box as used for the address fields.

Sinﬁle LinelnEut 1: Same size box as the non-multi-line fields.

Note: If multiple custom placeholders are specified in a single template, they are ordered
alphabetically in the Populate Document Template wizard. To guarantee order, prefix each
custom placeholder label (for example, prefix with letters (A, B, C...) or numbers (1, 2, 3...)).

e The ability to export and import system configuration data was added; allowing organizations to
export configuration data from one environment to another (for example, from a test
environment to a production environment). The system administrator can choose to export
“Users, Contacts, Drop-downs, and Categories” or just “Drop-downs and Categories”.

To export system configuration data from within X-FIRE:
Tools menu >> Import and Export sub-menu >> Export System Configuration menu item

NOTE: Previously exported system configuration data can only be imported by an IT
Administrator having access to the X-FIRE Server Tools application (use the “Import System
Configuration” menu item to perform the import).

Other New Features and Enhancements

e Message and Attachments from Outlook
o Messages and attachments from Outlook can now be added as attachments in X-FIRE
(messages are “*.msg’ files). Drag-and-drop a message or attachment from Outlook onto
an attachments list in X-FIRE.
o X-FIRE now extracts text from ‘“*.msg’ files and “*.zip’ files for full text searching



Name Match Rank

Name search results now include the name match rank for each returned result

(best results = 1, second best = 2, ...).

Name Rank is also visible in ‘Find Duplicate Entities’ results and ‘Matching Entities Task’ results.

Search Type: |Entity -
Search

Person — Name -
Enter your search criteria in the fields below.
Surname or given names must be entered.
Surname: mueller] |

| |

Given Names: barry J |
Gender: — unspecified - >
Birthdate: Lyyyy| mm|dd]| -]

? ? Badge # Birthdate Name Rank
= | — 1956-02-20 41
== 9876 1956-02-20 1

Surname Given Names
$ | Mueller B.

* Mueller  Barry

Search Results open in edit mode when the result is in the users active file and the user has the
privilege to modify that record

‘Find Duplicate Entities’ on selected entities
o A “Find Duplicate Entities” menu item was added to both case and incident entity lists
allowing the user to check for duplicates on just the selected entities

W €8] Euents| E Evidence‘

Entities 4= [&

Description 1 Description 2

—|Copy
- Paste

New
Merge...
List »E

Lock Record(s)
Find Duplicate Entities

o Note: Hidden entity notices are no longer being sent when the Find Duplicate Entities
function is performed.



New Evidence Wizard auto-populates "Obtained By", “Time” and “Location” fields using
information entered in the corresponding Event record. Users can override the pre-populated
information, as necessary.

Obtained

Enter who obtained the evidence, when they obtained it,
and where it was obtained.

*|Wong, Stanley; Giroux, Michel
*1 2022| 03|01 |~ |15|~| 00|~

Obtained By:

Time:

Location: *|Mueller Residence o

Timeline chart printing enhanced, in the desktop interface, to include print options for
"One Entry Per Page" and "Two Entries Per Page".

Export Geographic Coordinates function enhanced
The KML output format was enhanced to include event summary information.
Empty titles for events and incidents are now handled correctly in the KML output format.

Tools menu >> Import and Export button >> Export Geographic Coordinates function

Merge Entities function enhanced

X-FIRE no longer copies a secondary record (e.g., an identification record) from the discarded
entity if the kept entity already has an identical secondary record. This alleviates the need to
clean up (delete) duplicate secondary record information after performing a system-assisted
entity merge.

Audit and Retention perspective >> Entities tab >> Merge Entities function

X-FIRE v3.5 also includes various performance improvements, bug fixes, and platform and
security updates.



